r;\];ua] Z-:l:lxﬂ().'l =1 74];%“’]‘3 %

T5 "]‘Cﬁj
At & A A

20264 8]

T Age g s dd Pel wel nae] o] He V2ARE Esta Sy &
Aol 3 AR A e dFE FEOR A3AA U, vIE, A B AREEE A
= 948 sA4HYH.




Samsung

Financial Networks

A e

1. 4 94
(1) ois] IT Aul 87Abge] Zoigl met Au #e) 874 75 2
A LA 37}

(2) A AR wFE Awne] AR A% BY TF
(3) AM B ol - B 1S TR U A L 244 8
(0 MAHRREN, ARENPE 2 AATEAETA F 0 TA A o)

g 2e

(5) WHE 2AZSAH(LDAPS) & 2 MFA(TOTP #2] A5)E 53 23 A= 34

(1) AA A AleF A4 = <F 2~3701€4 o]
- BA/4A: 0.5~1 714
- 2 HAAE: 0.5~171€

£
- A3k 0.5-170€
(2) AlPA A 2026 8¢9 20 U (F) 17:00 744
(3) A7 A7 9 T 2026 89 214(F) oA
% 29y ARHEZE AS Tl Ao A AR 73 7V
= AL Sl ool I W A

%
e g
=3
>,
N
N

l—ﬂ
rO
=

3. Ay W
(1) %=53kg A5 o] 5L AR e 1
(2) o]F 3 oA FAHS F .
(3) W5 141 (LDAPS) 1% 2 MFA(TOTIP HOM_} AE)Z E3) 23} o= 1=
3
o

(5) Bt =21 BuA 7lss 7IRte® gilie] A &5 3 A

ZT2AA G853



Samsung

Financial Networks
4. At B¢ WY
O ARFa Aol FojH AFQHATE A
W, B EA oA = AAEA] X2 A
olof @tk AlzEl THE 9T YT e ¥ A

ofvbd FEAMF Al F3

dpoll whet AP dNYE A FHAAt Aol &

( _>‘il Eg{.'z
1o
-
é{ -

- SRPPAR Y ALY FFE A5 glo] AFAAL ol PskA) of
U@ 4% 4 AL Aastn 49 dAs 34 ARG BeA A
F2 ST 5 Aok,

- AR Oe 250 2 AR AR GOl ALH, A 4A)
B ke Batel YAl AFHAL ol 48 AYANAEH, A%A F) 5
of A3l AHANAL FehFA Be AL wEseloF Bk, Ak At A

= (¢}
g, Asstgnhe Fgel o8 ga m

il
ol
ol

o}
3] AHAAAL Ashste] WA
Ak gAe dw AzlE %, 7l
oh-stolok gt

- Al A A A Som A AA At A FAL Aol

gltharl sl = 35 AlkS &, xS

¥
%0,
o



Samsung

Financial Networks

o. A 83

TE U &
AW A
- *9AH X86 7HIAIH 20 / DRAIE X86 7HIAH 19
- Active-Active T4 =& Active-Standby T4
- RHEL 9.6 7|9t AX] &2 o]Zglo]Ad~ HH] AF
A oy
- gk 2600 (FE2 1804 / Y99 80t))
- )4 A 0S: RHEL 7,8,9 ¥ %% 2016,2019,2022,2025
1| £ ¢ o]
- WEB: #=31 9 s}j7]%] o}u}x] 4 AW ALE A%
- WAS: =3l 9 9j7]x] o}upx] FA AW A& A%
- 719 SW= A3 sl =
a7 (A Ao BAE Y& HA])

u] = 9| o

- WEB: Apache

- WAS: Tomcat, JBoss

- 229 S Fede el =
(FRAGA O A=A L AA])

7]}

- AW HeE: SGAEFH = Y&

- SMS: qichefo]= ofo]=f

- Email: 24 =2~ API

- BEe-A: A ABEeA, NS A, 2 AF

- Abgx BHob A=Al #AEx A AT F)o] HEH
Windows 10/11& AF&
(@]
ARINE



Samsung

Financial Networks

- Aljb AFES HF F AL 5d VA B s (
= 18k Aulz Ao ZA7F flojofF FF

W gl wE HtAlo] & Wk At

HESE el 15 (CC, GS &) Ht ol

- 7%
- o1z g} 37 W3S H 438 Proxy Gateway A A
- #E A YEZELS LDAPS 14} 1% 2 MFA 23} 9=
- MFAT MS AuthenticatorE AF&7FsdloF 3y, #HH4Y 274

o|N
(s
o
b
%

o =
- A% Toolel FF/MA Aok glo] HAE Adetn 3

TE S 98 TOTP 2 A

- 271 9 oHE HoEE SIEM & SNWP A £FA43 A%
- 718} olHIE &HS #f3] o5 dF APIE &3 EMAIL 2 SMS
A1
- AEE 7 AR A(ex. dA, AF, AU EHSA F)
A1

- HQF
- HtH o] wHE A =7 22 A9 (A HUlolE F)
- ARgAkeF HAlo] R AT AW 3 B A st A
& Z4 (LS 2 Vg ¢33 871)

- Ao
- Linux, Windows ¥ WEL A AH] Ao X
- AFgAF A< 37 (ex. Vscode 5) A& Ao] Y
- ok 0S4l W ol Ad 7]E
- Windows ¥R E 2 =golH = A& A3+

HEA A

B
- &34 AT S0 APIE B3 WEE ofZe Aol (ex. WA
35

o,




Samsung

Financial Networks

- REEAQl WHojd gt ~AFE VF

- Windows Zd<toll tigh st 7= A=

- Windows Al oA AF&X}e] w92 7|RE o|HEE ©X|3}al
70

0]

B0l Aol o) HeAAA Alert 2E A
=i}

A)
- AIZE, MW, AEIP, A A, BEe 5 ukd =1 A

- A% AR 2 A9 G AT LAY ZUEHY 75
7 = ssh 715l WSRO Ae o

AllowTcpForwarding No
AllowStreamLocalForwarding No
AllowAgentForwarding No
PermitTunnel No

GatewayPorts No
X11Forwarding No

- QAR A B A

= R84 (e} Qi

ol
AU
Foi
™
~—
A,
iy
=2
1o,
e
)
rot
ol
N

O
Jussdy

- SgudE §9 A9 v L A29= F4 9 A 2

del 7l

A7 e




Samsung

oI. Aet AR
1. AA 7138 A A

A £ )
A AHE A

3. AFAA = ZFA ]’ Al HEd d 33 TS 18t
A9 gk AA
- GAY] V]S Al=H
- AW FHA/ A1 29
- AW AA AGAE A
- Aerq A o] AekA ] Out-of-Scope &2 WA & o] ©AL9}
M YA S FES AdPgAe Hdoew FALHET,

4 QBN T2AE 9 T2 BN A BN 25 L5
- JRAAE QB BE AR EE AF A2 P GBS
N Qo BE YUE F AL 9)9) B AgHA B
M gAY o RE A @
- 959 YA 5% A Y % wEeA o
SN K5 A kAol A% AkshA, A, s
EAMIHT FS we F AL



Samsung

Financial Networks

V. A<M 24 A

1. ALA Ext

1. AIFHA Lnt
(1) F8 A8 2 A W&
(2) =4 9 Ay 4
(3) 8 AP FoF 2 g3
(4) 58/H3 A5 At
(5) AFdst

. Ao e
(1) At 2 =4
(2) AL
(3) FE D F98 Y&
(4) 71 &=
Ard el B
(1) A=l -5 "<t
(2) +8 7%

(3) =& ¥ g4 UI/UX =9F
(4) &5 AF AP 7|5 2L a4A A% 7|5 2L Al
(5) Bek Alar g 715 2 Abdl (A Ao 5)

(1) TRAE FZ9A
(2) Z2AE Fg|Ht
A FE
(1) 75 A4
(2) 9 "<t
(3) FAIHSG F 7)ol AE
. 7]1E}
- RFP o] WA HA] k2 AFgl Fo F71 Al 7] A)

2. A% 2A A3

- okellA Aeo® HA @ ZRAE EAS HES, ¥MAd
Abekel e S5 4, Bkt
- AtM = e e dFH o=
o AokX 89 AL A4, MS Office PowerPoint AF&&
Harghet
o ZF At GA Fad g dEE 4 EE dEWsSE
o
AMRIALE S



Samsung

Financial Networks

)@,
C AR e B AR mek 7 R aTEE e
FAAlT gASA  AEstelol sl 'gEE & An,
Ubssth B BES BAL H5d A holop
AL EHA A ALY AN A4 FR
Zolofof stod,

Gape Algh
des A 2 @ & A

- BeA ARYAE AAA ol9le] mEAT AFe] bt

V. A%H A5 L oA

L. AEA7] R BRAMA, 2HA)
:

- A=7Igk: 2026 9 8¢ 20 U (&) 17 A|7HA]
- A=A R ARXA, AAA, AR ES
- A=Wy AES7|S7HA] oMd A=

- A& *]: asset.bid@samsung.com

ol
=5
£

O
| i
oo e ox
ol
—~ -
o Tl

o
oft
>
Lo

- AlEmEs A T W = 84l glz 7
AW AfEE F4 EE AT+ it

— AokA A YeE BEd 3o Bilss Aoz 7hFEet)

= AR Z1AAE 7 go] o] gl wep 7=

- A1 NS-WORD, THIEQE, PIF 9ol 3834 &=
- wAE FER AR



]

=4

=

AHA 24 A

Samsung
3.

Financial Networks

=
=

E3Hstel A

=<7

N

<

A

N\

« A|SH7}

T}

foF %

R

7tA o 2
5o A3 7)A 9] FAm

¢
™

74



Mo Mo Mo o IR’
(Y (Y e =S T
o iy iy g | | ™
= - T P
s % N " N h < iy
Mo Mo Mo N Mo |0
el iy (el R e e
JAII ﬂA_.O
iy =
o]
2 -
ﬁ Po - e %
= B AR o o i ofp
wo @ W 1w} 4
T0
k _HAT 70 K = O
e T oo N
NI Bl <
£3 _—
i o} W n
| T &)
Mﬁ T e o =
o o 03 A~ o0
i = il o S
il -
o) Ny =
= or = iz n
| = T Nfo o

Samsung

Financial Networks




